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ABSTRACT
Transferable environment-poisoning attack (TEPA) has been pro-
posed recently to force a Reinforcement Learning (RL) agent to
learn a target policy designed by an attacker. Comparing with the
majority of training-time attack approaches, TEPA is more realis-
tic because of its effectiveness for black-box RL agents. However,
the knowledge of the victim’s environment dynamics model is at
the heart of TEPA’s foundation, which constraints its scalability
to sophisticated real-world scenarios. In this paper, we study the
training-time attack on RL in truly black-box settings where both
RL agent and environment dynamics are unknown. We leverage
latent representation of the RL agent’s stochastic process (i.e., the
combination of policy and dynamics) to train an adaptive attack
strategy. In the preliminary experiment, we show that our attack
strategy performs successfully in an unknown environment, and is
generally effective for different black-box RL agents.
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1 INTRODUCTION
Adversarial attacks on Reinforcement Learning (RL) have been
widely studied to understand its vulnerability, which promotes ro-
bust RL algorithm design. Test-time attacks [1–3, 5, 11] and training-
time attacks [6, 9, 12, 13] are two main categories in this research
area. Unlike test-time attacks which degrade the performance of a
deployed RL policy, training-time attacks interfere with the agent’s
learning process via reward poisoning [6, 13] or environment-
dynamics poisoning [9, 12], and thereby enforce a target policy
designed by the attacker.

Most training-time attack approaches are developed in white-
box settings where all the information about the RL agent is known
by the attacker, such as the agent’s learning algorithm and policy
model. Recently, Xu et al. [12] propose a transferable environment-
poisoning attack (TEPA) which is effective for black-box RL agents
(i.e., learning algorithm and policy model are unknown). In TEPA,
an attack strategy is trained based on a white-box proxy agent,
and then transferred to attack a black-box victim agent. Such ef-
fectiveness on black-box victims makes the training-time attack
more realistic in real-world scenarios. However, the knowledge
of the environment dynamics model lies at the heart of TEPA’s
foundation. In other words, the victim’s environment is assumed to
be white-box for the attacker. This assumption limits the scalability
and applicability of TEPA because it is difficult for the attacker to
know environment dynamics models in sophisticated simulations

or real-world applications. For example, the attacker can manipu-
late the road friction to affect the self-driving policy. However, it is
challenged for the attacker to exactly know how the road condition
responds to brakes (i.e., environment dynamics model). Therefore,
it is necessary to develop an environment-poisoning attack method
in double black-box settings, where both the victim’s learning al-
gorithm and the environment dynamics model are unknown to
the attacker. We term such an attack approach as Truly Black-box
Attack.

In this work, we study the environment-poisoning attack prob-
lem in the double black-box setting. We inherit the attack frame-
work from TEPA, and pursue the same attack objective as TEPA.
Specifically, the attack problem is formulated as bi-level Markov
Decision Process (MDP) architecture. The attack objective is to
stealthily force an unknown RL agent to learn a target behaviour by
tweaking the unknown environment. To handle the double black-
box setting, we leverage an Encoder Dual-Decoder network to learn
the latent representation of the victim’s stochastic process from
its experienced trajectories. Here, the victim’s stochastic process
is determined by its policy and environment dynamics. The la-
tent representation is set as the attacker’s input, which enables
attack actions to respond to the victim’s behaviour features and
the environment dynamics features. Additionally, the attacker’s
optimization objectives should be built as the combined deviation
of a) the victim’s actual policy from the target one; b) the tweaked
environment dynamics from their natural form. Since both victim’s
policy and dynamics are unknown, we approximate the combined
deviation in the latent space.

Overall, the contributions of this paper can be summarized as
follows:
• We study the environment-poisoning attacks on training-
time RL in double black-box settings, where victim’s policy
and environment dynamics are unknown.
• We propose to learn the latent representation of the victim’s
stochastic process from its trajectories, and thereby train an
adaptive attack strategy directly on a black-box victim.
• We present preliminary experimental results to show that
the attack strategy is effective for different black-box victims
in one unknown environment.

2 RELATEDWORK
In this section, we review existing works about adversarial attacks
against RL which are classified as two branches: test-time attacks
and training-time attacks.

For test-time attacks, the attacker’s objective is to degrade the
deployment performance of the agent’s learned and fixed policy.
Here, the policy itself is not subject to manipulation. Test-time



Figure 1: Attack Deployment [12]

attacks have been developed in both white-box settings [3, 5, 11]
and black-box settings [1, 2]. In white-box settings, the victim’s
learning algorithm and policy model are known by the attacker.
When deploying the policy, the victim’s perceived states are per-
turbed, and thereby its decision on selecting actions is misled. In
black-box settings, attack approaches [1, 2] utilize transferability
of adversarial examples (i.e., crafted malicious inputs [7]) to attack
different RL agents which perform the same task.

Different from test-time attacks, training-time attacks propel
the RL agent towards a target policy designed and chosen by the
attacker. To manipulate the agent’s policy itself, the attacker is
required to interfere with the agent’s learning process from the
perspectives of reward signals or environment dynamics. First,
some approaches [6, 13] poison the agent’s policy by manipulat-
ing rewards at training time. For example, [6] poisons rewards
in the training data set for batch RL, and [13] studies adaptive
reward-poisoning attacks on a Q-learning RL agent. Second, some
approaches [9, 12] investigate environment-dynamics poisoning
attacks. For instance, [9] designs environment transition probabil-
ities for cyclic RL tasks while [12] changes environment hyper-
parameters in episodic MDP.

For training-time attacks on RL, the majority of existing ap-
proaches [6, 9, 13] is infeasible for black-box RL agents, except
that [12] leverages the transferability of the poisoned training en-
vironment to attack black-box RL agents. However, [12] designs
its attack strategy based on the white-box environment-dynamics
model. In other words, the attacker is assumed to know how the
environment responds to the agent’s action. This assumption is
difficult to be satisfied in real-world applications or sophisticated
simulations. To further improve the applicability of training-time
attacks, we study training-time attacks on RL in double black-box
settings. Specifically, our proposed method enables the attacker
to learn an adaptive attack strategy on a black-box victim in an
unknown environment.

3 PRELIMINARY
In TEPA [12], the attacker enforces a target policy on the victim by
manipulating how the environment responds to the victim’s action.
As Figure 1, responding to the victim’s momentary policy, the at-
tacker tweaks the victim’s training environment at regular intervals
of the victim’s learning process, until the victim acquires a target
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Figure 2: Architecture illustration [12]

policy designed by the attacker. TEPA formulates the environment-
poisoning attack problem as a bi-level Markov Decision Process
(MDP) architecture which consists of a victim-level MDP and an
attack-level MDP, shown as Figure 2.

Victim-level MDP. The victim is an RL agent of which Markovian
environment is represented by the tuple < 𝑆,𝐴,𝑇 , 𝑑0, 𝛾, 𝑟 >. Here,
𝑆 is the set of environment states and 𝑎 ∈ 𝐴 is the agent’s action.
𝑇 (𝑠 ′ |𝑠, 𝑎,𝑢1:𝑖 ) represents the victim’s environment dynamics func-
tionwhich is affected by the aggregate changes of hyper-parameters
𝑢1:𝑖 (referring to attack-level MDP). It describes how the victim’s
state 𝑠 changes given that its environment was changed by 𝑢1:𝑖
and its action was 𝑎. 𝑑0 (𝑠) is a distribution over the agent’s initial
states and 𝛾 is the discount factor. 𝑟 : 𝑆 × 𝐴 × 𝑆 → R represents
the victim’s reward function. The victim aims to learn an optimal
policy 𝜋 (𝑎 |𝑠) for maximized cumulative discounted rewards.

Attack-level MDP. The attacker is regarded as an RL agent which
regards the victim as a dynamic system. The attacker’s environ-
ment is formulated as a Markovian process, which is described as
the tuple < Θ,𝑈 , 𝐹, \∗, 𝛾, 𝑐 >. Here, Θ is the attacker’s state space.
\ ∈ Θ represents the victim’s policy and \∗ represents the target
policy designed by the attacker. 𝑢 ∈ 𝑈 is the attack action which
represents changes to environment hyper-parameters. Here, the
changes of hyper-parameters affect how the environment responds
to the victim’s actions. In other words, the attacker’s aggregate
actions {𝑢1, . . . , 𝑢𝑖 } manipulate the victim’s transition probabilities
𝑇 (𝑠 ′ |𝑠, 𝑎,𝑢1:𝑖 ) (refer to victim-level MDP). 𝑢0 means that the envi-
ronment is not changed by the attacker. 𝐹 : Θ ×𝑈 × Θ→ [0, 1] is
the probabilistic state transition function of the attacker. 𝐹 (\ ′ |\,𝑢)
represents how the victim’s policy 𝜋\ will update in the training
environment poisoned by 𝑢. 𝛾 is the discount factor. 𝑐 : Θ×𝑈 → R
is the attacker’s cost caused by the victim’s actual policies and
manipulated environment dynamics.

The attack objective is to force the victim to learn the target pol-
icy with minimized changes to the environment dynamics. Specif-
ically, the attacker aims to minimize the deviation between the
victim’s policy \ with the target one \∗, as well as minimizing the
deviation between the tweaked environment 𝑇𝑢1:𝑖 with the default
one 𝑇𝑢0 . Thus, the attack cost 𝑐𝑖 at attack epoch 𝑖 is designed as:



𝑐𝑖 (\,𝑢) = 𝐷𝐾𝐿𝑅 (𝑃𝑖 | |𝑃∗)
𝑠 .𝑡 .

𝐷𝐾𝐿𝑅 (𝑃𝑖 | |𝑃∗) =
∑
𝑠,𝑎

𝑞𝑖 (𝑠)𝜋\𝑖 (𝑎 |𝑠)𝐷
𝐾𝐿
𝑖 (𝑠, 𝑎)

𝐷𝐾𝐿𝑖 (𝑠, 𝑎) =
∑
𝑠′,𝑎′

𝑃𝑖 (𝑠 ′, 𝑎′ |𝑠, 𝑎) log
𝑃𝑖 (𝑠 ′, 𝑎′ |𝑠, 𝑎)
𝑃∗ (𝑠 ′, 𝑎′ |𝑠, 𝑎)

𝑃𝑖 (𝑠 ′, 𝑎′ |𝑠, 𝑎) = 𝑇𝑢1:𝑖 (𝑠 ′ |𝑠, 𝑎)𝜋\𝑖 (𝑎
′ |𝑠 ′)

𝑃∗ (𝑠 ′, 𝑎′ |𝑠, 𝑎) = 𝑇𝑢0 (𝑠 ′ |𝑠, 𝑎)𝜋\ ∗ (𝑎′ |𝑠 ′)

𝑞𝑖 (𝑠 ′) =
∑
𝑠,𝑎

𝑞𝑖 (𝑠)𝜋\𝑖 (𝑎 |𝑠)𝑇𝑢1:𝑖 (𝑠
′ |𝑠, 𝑎)

(1)

Here, 𝑞𝑖 (𝑠) is the stationary state distribution of the victim’s envi-
ronment MDP. 𝑃𝑖 (𝑠 ′, 𝑎′ |𝑠, 𝑎) is a stochastic process under victim’s
policy 𝜋\𝑖 (𝑎 |𝑠) in environment 𝑇𝑢1:𝑖 (𝑠 ′ |𝑠, 𝑎). 𝑃∗ (𝑠 ′, 𝑎′ |𝑠, 𝑎) is the
ideal stochastic process desired by the attacker, which is deter-
mined by the target policy 𝜋\ ∗ (𝑎′ |𝑠 ′) and the default environment
dynamics 𝑇𝑢0 (𝑠 ′ |𝑠, 𝑎).

The attacker’s optimization problem is to minimize the cumu-
lative discounted cost 𝐶 =

∑∞
𝑖=1 𝛾

𝑖
𝑎𝑐𝑖 , where 𝑖 is the attack epoch.

Based on the definition of attack cost as Equation 2, the knowledge
of stationary state distribution 𝑞𝑖 (𝑠) and transition probabilities
𝑇 (𝑠 ′ |𝑠, 𝑎) are necessary to calculate the attack cost 𝑐𝑖 . Therefore, the
environment dynamics model should be white-box to the attacker.

4 PROBLEM STATEMENT
We study environment-poisoning attack in double black-box set-
tings: 1) no prior knowledge on the dynamics model of the victim’s
training environment; 2) no information about the victim’s learning
algorithm and policy model. We assume the attacker can tweak
the hyper-parameters of the training environments, such as the
road friction in self-driving simulations. Additionally, we assume
the attacker can fully observe the victim’s behaviour (i.e., state and
action trajectories).
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Figure 3: Attack illustration in double-blackbox settings

As Figure 3, the attack procedure consists of two stages: first to
represent the victim’s stochastic process based on its trajectories;
and then to decide attack actions responding to the representation
information.

Accordingly, the training of attack strategy includes two steps: 1)
latent representation learning and 2) attack strategy learning. First,
learning latent representation is to infer the environment dynam-
ics information 𝑇𝑢1:𝑖 (𝑠 ′ |𝑠, 𝑎) from transitions samples {𝑠, 𝑎, 𝑠 ′}, as
well as the victim’s policy feature 𝜋\ (𝑎′ |𝑠 ′) from state-action pairs
{𝑠 ′, 𝑎′}. The learned representation embedding 𝑧 is the input to the
attack strategy. Second, for attack strategy learning, the objective is
to minimize the cumulative discounted attack costs 𝐶 =

∑∞
𝑖=1 𝛾

𝑖
𝑎𝑐𝑖 .

Here, the attack cost 𝑐𝑖 at each attack epoch is defined as:
𝑐𝑖 (\,𝑢) = Δ(𝑃𝑖 | |𝑃∗)

𝑠 .𝑡 .

𝑃𝑖 (𝑠 ′, 𝑎′ |𝑠, 𝑎) = 𝑇𝑢1:𝑖 (𝑠 ′ |𝑠, 𝑎)𝜋\𝑖 (𝑎
′ |𝑠 ′)

𝑃∗ (𝑠 ′, 𝑎′ |𝑠, 𝑎) = 𝑇𝑢0 (𝑠 ′ |𝑠, 𝑎)𝜋\ ∗ (𝑎′ |𝑠 ′)

(2)

In double black-box settings, both𝑇𝑢1:𝑖 (𝑠 ′ |𝑠, 𝑎) and 𝜋\𝑖 (𝑎′ |𝑠 ′) are
unknown to the attacker. As a result, the attack cost 𝑐𝑖 can not
be computed directly. To solve this problem, we utilize the latent
representation 𝑧 of the victim’s stochastic process 𝑃 (𝑠 ′, 𝑎′ |𝑠, 𝑎) and
approximate the attack cost in the latent space.

5 METHODOLOGY
In this section, we present the proposed approach to learn the
attack strategy in double black-box settings. As described in Section
4, the training of the attack strategy consists of two parts: latent
representation learning and attack strategy learning. Specifically,
the attacker first learns a latent representation that captures the
combined information about the victim’s environment dynamics
and policy from its trajectory samples. Then, responding to the
representation information, the attacker learns an attack strategy
that minimizes the cumulative attack cost measured in the latent
space.

5.1 Latent Representation Learning
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Figure 4: Design of autoEncoder: Encoder and Dual Decoder
neural network

In double black-box settings, the attacker has no knowledge
on the victim’s environment-dynamics model and policy model,
instead, the attacker can fully observe the victim’s trajectory 𝜏 .
The trajectory collected in attack epoch 𝑖 is represented as 𝜏𝑖 =
{𝑠𝑖0, 𝑎

𝑖
0, 𝑠

𝑖
1, 𝑎

𝑖
1, ..., 𝑠

𝑖
𝑇
, 𝑎𝑖
𝑇
}. The attacker leverages the trajectory to

learn 𝑧𝑖 which is the latent representation of stochastic process
𝑃𝑖 (𝑠 ′, 𝑎′ |𝑠, 𝑎) = 𝑇𝑢1:𝑖 (𝑠 ′ |𝑠, 𝑎) × 𝜋\𝑖 (𝑎′ |𝑠, 𝑎).



As Figure 4, we introduce an autoencoder network consisting
of one encoder network E and dual decoder networks {D𝜋 ,D𝑇 }.
More specifically, the encoder E models 𝑓𝜙 (𝑧𝑖 |𝜏𝑖 ), which embeds
the trajectory 𝜏𝑖 and generates the latent embedding 𝑧𝑖 . The en-
coder E is designed as a Long Short Term Memory (LSTM) network
to learn long-term dependencies in the trajectory. Then, to learn
the encoder E, we interpret the embedding 𝑧𝑖 using two decoders:
a policy decoder D𝜋 and a dynamics decoder D𝑇 . Here, the policy
decoder D𝜋 is a multilayer perceptron (MLP) network. It models
𝑓𝜔 (𝑎𝑖 |𝑠𝑖 , 𝑧𝑖 ), which maps the victim’s state 𝑠 and the embedding
𝑧𝑖 to the distribution over the victim’s actions. The dynamics de-
coder D𝑇 is a LSTM network which models 𝑓[ (𝑠𝑖𝑡+1 |𝑠

𝑖
𝑡 , 𝑎

𝑖
𝑡 , 𝑧

𝑖 ). It
conditions on the embedding 𝑧𝑖 and the state-action pair {𝑠𝑖𝑡 , 𝑎𝑖𝑡 } to
predict the next state 𝑠𝑖

𝑡+1. To train the autoencoder network, we
maximize the following negative cross-entropy objective:

E𝜏,𝜏


∑

⟨𝑠,𝑎,𝑠′,𝑎′⟩∼𝜏
log 𝑓𝜔 (𝑎′ |𝑠 ′, 𝑓𝜙 (𝜏)) + log 𝑓[ (𝑠 ′ |𝑠, 𝑎, 𝑓𝜙 (𝜏))


Here, 𝜏 and 𝜏 are two different trajectories in the same attack epoch
to perform cross training.

5.2 Attack Strategy Learning
With the latent representation 𝑧 of the victim’s stochastic process
𝑃 (𝑠 ′, 𝑎′ |𝑠, 𝑎), the attacker obtains the combined feature about the
victim’s policy 𝜋 (𝑎′ |𝑠 ′) and its environment dynamics 𝑇 (𝑠 ′ |𝑠, 𝑎).
Similarly, the attacker can also acquire the latent representation 𝑧∗
of the ideal stochastic process 𝑃∗ (𝑠 ′, 𝑎′ |𝑠, 𝑎). To measure the attack
cost which is denoted as the difference between 𝑃 (𝑠 ′, 𝑎′ |𝑠, 𝑎) and
𝑃∗ (𝑠 ′, 𝑎′ |𝑠, 𝑎), we approximate the cost using the embedding 𝑧 and
𝑧∗ in the latent space. We use Cosine Similarity to measure distance
between 𝑧 and 𝑧∗, and denote the attack cost 𝑐𝑖 as:

𝑐𝑖 (𝑧𝑖 , 𝑧∗) = 1 − 𝑧𝑖 · 𝑧∗
∥𝑧𝑖 | ∥𝑧∗∥

(3)

The training of the attack strategy is shown in Algorithm 1. Here,
Line 7 ∼ 8 describes that the attacker poisons the environment
dynamics responding to the latent representation. Line 10 ∼ 11
means that the attacker trains its Encoder-Decoder Network using
the victim’s latest trajectories. Line 12 shows that the attacker
acquires the latent representation of the victim’s stochastic process
and Line 13 shows the attack cost is computed in the latent space.
Then, the attacker’s experience transitions {𝑧,𝑢, 𝑧′, 𝑐} are saved
in the replay buffer B for the attack strategy updating, as Line
14 ∼ 15. When the victim’s trajectory matches the target trajectory,
the attack is successful.

6 EXPERIMENT
In this section, we show preliminary experimental results to show
the proposed approach is effective to manipulate a black-box RL
agent’s policy in a black-box training environment.

6.1 Experiment Settings
6.1.1 Experiment Environment. We adopt the same experiment
environment, 3D Grid World, as TEPA [12]. The 3D grid world is
proposed in [8] to simulate a mountain or rugged terrain. As shown

Algorithm 1 Training of Attack Strategy
1: Input:

𝜏∗: target trajectory designed by attacker
𝜏0: initial trajectory of victim

2: Output:
𝜎 : attack strategy network

3: for all episode_num do
4: reset training environment and revert victim
5: 𝑧0 ← E(𝜏0): latent representation of 𝜏0
6: for 𝑖=1 to 𝐼𝑚𝑎𝑥 do
7: 𝑢𝑖 ← 𝜎 (𝑧𝑖−1) : attacker choose attack action
8: 𝑇𝑖 ← 𝑇𝑢1:𝑖 : attacker poison environment dynamics
9: victim learns policy in environment 𝑇𝑖
10: 𝜏𝑖 →M : attacker collects victim’s trajectory
11: encoder E and decoder D𝜋,𝑇 are trained using 𝜏𝑖 , 𝜏∗
12: 𝑧𝑖 ← E(𝜏𝑖 ) : attacker obtains latent representation of 𝜏𝑖
13: 𝑐𝑖 (𝑧𝑖 , 𝑧∗) : attacker computes attack cost
14: B ← {𝑧𝑖−1, 𝑢𝑖 , 𝑧𝑖 , 𝑐𝑖 } : transitions is saved to replay buffer
15: attack strategy network 𝜎 is updated
16: if 𝜏𝑖 == 𝜏∗ then
17: 𝑎𝑡𝑡𝑎𝑐𝑘𝐷𝑜𝑛𝑒 = 1: go to the next episode
18: end if
19: end for
20: end for

in Figure 5, there are associated elevations among cells in the 3D
grid world. The success of moving from one cell to the neighboring
one is proportional to the relative elevation between these two
cells. Thus, changing elevation can affect how the environment
responds to the agent’s actions, which is a mechanism to modify
the environment dynamics. The 3D grid world is the victim agent’s
environment. The victim aims to find an optimal path from the
start cell to the destination. At each time step, the agent can move
in one of the four cardinal directions with the reward −1.

Figure 5: 3D Grid World: the shallow cell is the goal state.
The blue line is the victim’s optimal path while the red line
is the target path designed by the attacker

6.1.2 Implementation. The attack strategy is represented by a
multi-layer neural network as INPUT(10)-FC(400)-ReLU-FC(300)-
ReLU-FC(16). The attack strategy is trained using deep RL learning
algorithms, Deep Deterministic Policy Gradient (DDPG) [4]. Ad-
ditionally, the victim agent uses Q-learning as its algorithm. The
parameter configurations of Q-learning algorithm is: 𝜖 = 0.1, 𝛾 =

1.0, 𝛼 = 0.1.



6.1.3 Measurement. The attack is regarded as successful if the
victim agent chooses desired actions 𝑎∗ in target states 𝑠∗. Attack
Success Rate is denoted as the percentage of the target state set that
has been attacked successfully. In this experiment, we measure the
attack performance using the attack success rate during the victim
agent’s learning process.

6.1.4 Baseline. We choose TEPA [12] as our baseline. As described
in Section 3, TEPA is effective to attack black-box victims due to
the transferability of one poisoned training environment. However,
TEPA is only effective in the white-box environment because its
attack cost computations require state transition probabilities and
stationary state distributions as Equation 2. In this experiment, we
evaluate the attack performance in double black-box settings with
the comparison of TEPA.

6.2 Experiment Results and Discussion
Attack Performance Evaluation. To evaluate the proposed attack

approach in the double black-box setting, we compare the attack
performance with TEPA [12]. Under double black-box settings, the
attacker knows nothing about the victim’s environment-dynamics
model and policy model. The attack strategy is thereby trained
based on the victim’s experienced trajectories. We evaluate our
attack strategy and TEPA strategy on 10 victim agents, respectively.
As shown in Figure 6, the x-axis represents timesteps of victim
agent’s learning process, and the y-axis describes the evaluation
performance measured by attack success rate. Figure 6 shows that
the attack success rate of the proposed approach is quite similar
to the baseline TEPA. This result clearly shows that the proposed
attack approach successfully forces the black-box victim to learn
the target behaviour in a black-box environment. Furthermore, this
also indicates our proposed solution which approximates attack
costs, i.e., computing the deviation in latent space as described in
Equation 3, is effective.
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Figure 6: Attack performance with the comparison of TEPA

Generalization Evaluation. We evaluate the generalization of the
attack strategy on victims adopting different learning algorithms.
In this experiment, the attack strategy is trained on the Q-learning
victims and evaluated on three kinds of victims adopting learning
algorithms SARSA, Monto Carlo and Q-learning [10]. Figure 7

shows that the strategy successfully attacks these three types of
victims. It indicates that the attack strategy, which is learned on
one black-box victim in the unknown training environment, is
also effective for different black-box victims in the same training
environment. Therefore, our proposed attack strategy is insensitive
to victims’ learning algorithms and thereby is effective for different
algorithm-based victims.

The baseline TEPA learns an attack strategy on a white-box
proxy agent and then transfers the strategy to a black-box victim.
Our work removes the constraints of using a transfer-learning
capable white-box agent, which trains the attack strategy directly
on the black-box victim. This attack strategy is generally effective
for various black-box RL agents, as shown in Figure 7.
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Figure 7: Attack performance on different types of victims

7 CONCLUSION AND FUTUREWORK
In this work, we study the training-time attack on Reinforcement
Learning in double black-box setting, where both victim’s environ-
ment dynamics and learning algorithm are unknown. The attack
objective is to stealthily force an unknown agent to learn a target
policy via poisoning the unknown environment dynamics. In dou-
ble black-box settings, the attacker learns the latent representation
of the victim’s policy features and environment-dynamics features
from the victim’s trajectory samples. Based on the latent represen-
tation, the attacker learns an adaptive strategy by approximating
attack costs in the latent space. In the preliminary experiment, we
evaluate the attack performance of the proposed approach with
the comparison of the baseline TEPA. Results show that the attack
strategy performs well and is general for different black-box agents.

This is one work in process. The proposed approach is only
evaluated in one simplistic experiment domain. In the ongoing
work, we are implementing the attack approach in more sophisti-
cated simulations, to demonstrate the scalability of our proposed
approach.
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